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Today Plan
• Basic ideas and motivations 

• Basic definitions 

• Oracles and other beasts

We will work on a spam/ham classification task

GOAL: test the ML classifier
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The hidden fabric

http://spectrum.ieee.org/transportation/systems/this-car-runs-on-code

100 MLOC

WIFI+WEB Server
Size: ?

30 packages

39000 files

17 MLOC

packed into 2GB Image

Android TV
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Setting the stage
ML components are not the system

ZoneMinder architecture — see ZoneMinder.com
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The challenge

Traditional/standard 
code

M
L m

odel/system

input Output 

Quality assurance for the hybrid system embedding ML components 

Quality assurance for ML components alone ?
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Nature of Software Development

❑ Development, not production 

❑ Human intensive 

❑ Engineering, but also social process 

❑ More and more complex software systems 

❑ Pervasive in an increasing number of industries
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Continuity Property

❑ Test a bridge ability to sustain a 
certain weight 

❑ If a bridge can sustain a weight equal 
to W1, then it will sustain any weight 
W2 <= W1 

❑ The same simplifications cannot be 
applied to software … 

❑ Continuity property, i.e., small 
differences in operating conditions will 
not result in dramatically different 
behavior -> totally lacking in software

float CalculerFormule (float x) {
return 1/abs(x-100);

}

Test1 = <{10}, {1/90}> → pass
Test2 = <{120}, {1/20}> → pass
Test3 = <{100}, {0}> → fail
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Qualities of Software Products

❑ Correctness 
❑ Reliability 
❑ Robustness 
❑ Performance 
❑ User Friendliness 
❑ Verifiability 
❑ Maintainability

❑ Repairability 
❑ Evolvability 
❑ Reusability 
❑ Portability 
❑ Understandability 
❑ Interoperability
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Pervasive Problems

❑ Software is commonly delivered late, way over budget, and of 
unsatisfactory quality 

❑ Software validation and verification are rarely systematic and are 
usually not based on sound, well-defined techniques 

❑ Software development processes are commonly unstable and 
uncontrolled 

❑ Software quality is poorly measured, monitored, and controlled. 

❑ Software failure examples: Therac 25, AT&T, Ariane 5, Deutsche 
Telekom, and many others
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Why testing
• Software is pervasive but it can 

fail at any time and in any place


• Financial losses


• Corporate image


• Testing to reduce risks and losses


• Austrian company Tricentis (a 
Software Fail Watch ) 1.1 Trillion 
losses for 2016 due to “software 
failures”


• https://www.tricentis.com/blog/
software-fail-watch-q2-2018/
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Examples of SE Failures

❑ Ariane 5 Flight 501: The space rocket was destroyed. Cause: poor 
specifications, usage testing, and exception handling. 

❑ NOAA N-Prime 

❑ Therac-25: radiation therapy and X-ray machine killed several patients. 
Cause: unanticipated, non-standard user inputs.  

❑ NASA mission to Mars (Mars Climate Orbiter Spacecraft, 1999): 
Incorrect conversion from imperialàmetric leads to crash
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NOAA N-Prime — Test procedure ?

❑ Test: place the satellite on the 
side 

❑ The team removed base bolts 
the evening before BUT did not 
document it in the daily activity 
report 

❑ Test team: did not did the 
checklist verification that 
mandated to check bolts 

❑ Satellite completely lost —> 
about 135 M$ damage …
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Conversion from imperialàmetric

NASA: MKS 
SUBCONTRACT: Imperial 

… 

Splat ! 330M$ … damage
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Consequences of Poor Quality

❑ Standish Group surveyed 350 companies, over 8000 projects, in 1994 

❑ 31% cancelled before completed, 9-16% were delivered within cost 
and budget 

❑ US study (1995): 81 billion US$ spend per year for failing software 
development projects 

❑ NIST study (2002): bugs cost $ 59.5 billion a year. Earlier detection 
could save $22 billion.
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Ariane 5 – ESA Launcher — Robust??



© G. Antoniol 2012 LOG6305 18

Ariane 5 Press Release, June 96

❑ Paris, 4 June 1996, ESA/CNES Joint Press Release, ARIANE 501  

 The first launch of Ariane 5 did not result in validation of Europe's new launcher. It was the first flight test of an entirely new vehicle each of 
whose elements had been tested on the ground in the course of the past years and months. 

 Of an entirely new design, the launcher uses engines ten times as powerful as those of the Ariane-4 series. Its electronic brain is a hundred 
times more powerful than that used on previous Ariane launchers. The very many qualification reviews and ground tests imposed extremely 
tough checks on the correctness of all the choices made. There are, however, no absolute guarantees. A launcher's capability can be 
demonstrated only in flight under actual launch conditions. 

 A second test already scheduled under the development plan will take place in a few months' time. Before that, everything will have to be done 
to establish the reasons for this setback and make the corrections necessary for a successful second test. An inquiry board will be set up in the 
next few days. It will be required to submit, by mid-July, an entirely independent report identifying the causes of the incident and proposing 
modifications designed to prevent any further incidents. 

 Ariane 5 is a major challenge for space activities in Europe. The skills of all teams involved in the programme, coupled with the determination 
and solidarity of all the political, technical and industrial authorities, make us confident of a successful outcome.
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Ariane 5 – Root Cause

❑ Source: ARIANE 5 Flight 501 Failure, Report by the Inquiry Board 

 A program segment for converting a floating point number to a signed 16 bit integer was 
executed with an input data value outside the range representable by a signed 16 bit 
integer. This run time error (out of range, overflow), which arose in both the active and the 
backup computers at about the same time, was detected and both computers shut 
themselves down. This resulted in the total loss of attitude control. The Ariane 5 turned 
uncontrollably and aerodynamic forces broke the vehicle apart. This breakup was detected 
by an on-board monitor which ignited the explosive charges to destroy the vehicle in the 
air. Ironically, the result of this format conversion was no longer needed after lift off.
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Ariane 5 – Lessons Learned

❑ Rigorous reuse procedures, including usage-based testing (based on 
operational profiles) 

❑ Adequate exception handling strategies (backup, degraded 
procedures?) 

❑ Clear, complete, documented specifications (e.g., preconditions, post-
conditions) 

❑ Note this was not a complex, computing problem, but a deficiency of 
the software engineering practices in place …

11
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iOS  “Gotofail” 2014 —  CVE-2014-1266

❑ Apple iO? 7.0.6: an error in an if of the code checking SSL certificat 
validity 
❑ https://nakedsecurity.sophos.com/2014/02/24/anatomy-of-a-goto-

fail-apples-ssl-bug-explained-plus-an-unofficial-patch/ 

❑ The false branch could not be reached thus ANY certificate would have 
been considered  VALID 

❑ All user data could have been compromised … 

❑ Just a branch coverage  could have solved it !



22 Décembre 2010 - 0800 PST/1600 GMT

What’s the  … ? …
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Skype

On Wednesday, December 22, a cluster of support servers responsible for offline 
instant messaging became overloaded. As a result of this overload, some Skype 
clients received delayed responses from the overloaded servers. In a version of 
the Skype for Windows client (version 5.0.0152), the delayed responses from the 
overloaded servers were not properly processed, causing Windows clients running 
the affected version to crash. 

Users running either the latest Skype for Windows (version 5.0.0.156), older 
versions of Skype for Windows (4.0 versions), Skype for Mac, Skype for iPhone, 
Skype on your TV, and Skype Connect or Skype Manager for enterprises were not 
affected by this initial problem. 

However, around 50% of all Skype users globally were running the 5.0.0.152 
version of Skype for Windows, and the crashes caused approximately 40% of 
those clients to fail. These clients included 25–30% of the publicly available 
supernodes, also failed as a result of this problem.
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Cost ?

❑ 2007 – 11,000$ per 
second 

❑ 1 $ for each user 
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Amazon …

❑ 2016 20 min downtime …. 3.75 M$ https://
www.digitalcommerce360.com/2016/03/11/how-much-did-amazons-
outage-cost-online-giant/ 

❑ Knight Capital glitch 440 M$ https://dealbook.nytimes.com/2012/08/02/
knight-capital-says-trading-mishap-cost-it-440-million/ 

❑ Software failure about 1.1 trillions in 2016 http://
servicevirtualization.com/report-software-failures-cost-1-1-trillion-2016/ 

❑

11

https://www.digitalcommerce360.com/2016/03/11/how-much-did-amazons-outage-cost-online-giant/
https://www.digitalcommerce360.com/2016/03/11/how-much-did-amazons-outage-cost-online-giant/
https://www.digitalcommerce360.com/2016/03/11/how-much-did-amazons-outage-cost-online-giant/
http://servicevirtualization.com/report-software-failures-cost-1-1-trillion-2016/
http://servicevirtualization.com/report-software-failures-cost-1-1-trillion-2016/
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NIST Study

❑ According to a recent study from NIST (May 2002), software bugs and  
glitches cost the U.S. economy about $59.5 billion a year. The study  
also found that better testing could expose the bugs and remove bugs  
at the early development stage could reduce about $22.2 billion of  the 
cost.  

❑ See report on line …
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Testing

• Set of activities to check if what a system/component/
program actual result(s)  matches the expected result(s)


• Software testing:


• execute a system/component/program with some input 
data and verify obtained result(s) against expected 
result(s) in a given environment
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Key Elements
• Execute: a system/

component/program


• in a given environment


• Input data


• manually written or 
automatically 
generated or …


• Compare results against 
expected results


• we must have an 
oracle

Oracle

Software representation/model

Software Code/
executable system/ 
executable model

Derive test cases

Compare

Tests
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Testing for what

❑ Correctness 
❑ Reliability 
❑ Robustness 
❑ Performance 
❑ User Friendliness 
❑ Verifiability 
❑ Maintainability

❑ Repairability 
❑ Evolvability 
❑ Reusability 
❑ Portability 
❑ Understandability 
❑ Interoperability

Any software system/component/program has several quality attributes 
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Testing for defects

• Testing is oftentimes the synonym  of testing to identify 
defects or unexpected behaviour


• testing requires a precise, complete and non 
ambiguous specifications


• Other types of tests: test for performance, memory 
footprint, portability, robustness, safety, …



Testing Definitions & Objectives
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Basic definitions (traditional !)

❑ Errors: People commit errors 

❑ Fault: A fault is the result of an error in the 
software documentation, code, etc. 

❑ Failure: A failure occurs when a fault executes 

❑ Incident: Consequences of failures – Failure 
occurrence may or may not be apparent to the 
user 

❑ Testing : Exercise the software with test cases to 
find faults or gain confidence in the system 

❑ Test cases: Set of inputs and a list of expected 
outputs (sometimes left out)
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Test Stubs and Drivers

❑ Test Stub: Partial implementation of a component on which the tested 
component depends.  

❑ Test Driver: Partial implementation of a component that depends on the 
tested component.  

❑ Test stubs and drivers enable components to be isolated from the rest 
of the system for testing. 
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Summary of Definitions

is caused by

* *

Test case

Failure Error

Test suite

is caused by

*

*

CorrectionComponent

Test stub

Test driver

exercises is revised by

finds
repairs

*

* *

*

* * 1…n

*

*

Fault
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Goals of Testing

❑ Dijkstra, 1972: “Program testing can be used to show the presence of 
bugs, but never to show their absence” 

❑ No absolute certainty can be gained from testing 

❑ Testing should be integrated with other verification activities, e.g., 
inspections 

❑ Main goal: demonstrate the software can be depended upon, I.e., 
sufficient dependability
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Reality Check

❑ No matter how rigorous we are, software is going to be faulty 

❑ Testing represent a substantial percentage of software 
development costs and time to market 

❑ Impossible to test under all operating conditions – based on 
incomplete testing, we must gain confidence that the system has 
the desired behavior 

❑ Testing large systems is complex – it requires strategy and 
technology- and is often done inefficiently in practice
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Dealing with faults

Testing

Fault Handling

Fault Avoidance Fault ToleranceFault Detection

Debugging

Component
Testing

Integration
Testing

System
Testing

Verification Configuration
Management

Atomic
Transactions

Modular
Redundancy

Correctness
Debugging

Performance
Debugging

InspectionsDesign 
Methodology
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Common testing models
• Black box: textual documents


• equivalence class or 
category partitions testing


• metamorphic testing 

• White box: a model, control 
flow graph, annotated inter-
procedural CFG


• statement or branch 
coverage


• neuron coverage

Specification

System

Implementation

Missing functionality:  
Cannot be revealed by white-box 
techniques

Unexpected functionality:  
Cannot be revealed by black-box 
techniques
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Common measures
• Coverage: gives an idea of how 

much we have done vs to do


• Defects per 1000 lines of code: 
give an idea of the quality


• Various reliability mesures 


• availability, MTBF, POFD, …
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Key QA Capabilities

❑ Uncover faults in the documents where they are introduced, in a systematic 
way, in order to avoid ripple effects. Systematic, structured reviews of 
software documents are referred to as inspections.  

❑ Derive, in a systematic way, effective test cases to uncover faults  

❑ Automate testing and inspection activities, to the maximum extent possible 

❑ Monitor and control quality, e.g., reliability, maintainability, safety, across all 
project phases and activities 

❑ All this implies the measurement of SW products and processes and the 
empirical evaluation of testing and inspection technologies
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Qualities of Testing

❑ Effective at uncovering faults 

❑ Help locate faults for debugging 

❑ Repeatable so that a precise understanding of the fault can 
be gained 

❑ Automated so as to lower the cost and timescale 

❑ Systematic so as to be predictable
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Traffic Light Example
  
  

  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

Control 

Correctness, 
Reliability: 
let traffic pass 
according to  correct 
pattern and central 
scheduling 
  
Robustness, safety: 
Provide degraded 
function when 
possible; 
never signal conflicting 
greens 
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Subtleties of Software Dependability

❑ Dependability: Correctness, reliability, safety, robustness 

❑ Correct but not safe or robust: the specification is inadequate 

❑ Reliable but not correct: failures happen rarely 

❑ Safe but not correct: annoying failures may happen 

❑ Robust but not safe: catastrophic failures are possible
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Dependability Needs Vary

❑ Safety-critical applications 

➢ flight control systems have strict safety requirements 
➢ telecommunication systems have strict robustness requirements 

❑ Mass-market products 

➢ dependability is less important than time to market  

❑ Can vary within the same class of products: 

➢ reliability and robustness are key issues for multi-user operating systems (e.g., 
UNIX) less important for single users operating systems (e.g., Windows or 
MacOS)



Fundamental Principles
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Exhaustive Testing

❑ Exhaustive testing, i.e., testing a software system using all the possible inputs, is most 
of the time impossible. 

❑ Examples: 
➢ A program that computes the factorial function (n!=n.(n-1).(n-2)…1) 
✓ Exhaustive testing = running the program with 0, 1, 2, …, 100, … as an input! 

➢ A compiler (e.g., javac) 
✓ Exhaustive testing = running the (Java) compiler with any possible (Java) program (i.e., 

source code) 

✓ consider pow(x,y) 64 bits we have 2^64 values for x and y thus we have  2^128 
possible pairs   

✓ but there are only 2^80 starts in the universe … 

➢ Technique used to reduce the number of inputs  

− Testing criteria group input elements into (equivalence) classes 
➢ One input in selected in each class (notion of test data coverage)
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Test Coverage

Software Representation 
(Model) Associated Criteria

Test Data

Test cases must cover  
all the … in the model

Representation of  
• the specification  ==>Black-Box Testing 

• the implementation ==>White-Box Testing
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Complete Coverage: White-Box

if x < 0 then 
 x := abs(x); 
end if; 
y := 1/x; 

{x= - 2} 100% “coverage” no error detected 

❑ Testing criteria group input domain elements into (equivalence) classes (control 
flow paths here) 

❑ Complete coverage attempts to run test cases from each class
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Complete Coverage: Black-Box

❑ Specification of Compute Factorial Number: If the input value n is < 0, then 
an appropriate error message must be printed. If 0 <= n < 20, then the exact 
value of n! must be printed. If 20 <= n < 200, then an approximate value of n! 
must be printed in floating point format, e.g., using some approximate method of 
numerical calculus. The admissible error is 0.1% of the exact value. Finally, if 
n>=200, the input can be rejected by printing an appropriate error message.  

❑ Because of expected variations in behavior, it is quite natural to divide the input 
domain into the classes {n<0}, {0<= n <20}, {20 <= n < 200}, {n >= 200}. We 
can use one or more test cases from each class in each test set. Correct results 
from one such test set support the assertion that the program will behave correctly 
for any other value, but there is no guarantee!



© G. Antoniol 2012 LOG6305 50

White-box vs. Black-box Testing

❑ Black box 
+ Check conformance with 

specifications 
+ It scales up (different techniques at 

different granularity levels) 
– It depends on the specification 

notation and degree of detail 
– Do not know how much of the 

system is being tested 
– What if the software performed some 

unspecified, undesirable task?

•White box 
+ It allows you to be confident 
about test coverage 

+ It is based on control or data 
flow coverage 
– It does not scale up (mostly 
applicable at unit and 
integration testing levels) 
– Unlike black-box techniques, it 
cannot reveal missing 
functionalities (part of the 
specification that is not 
implemented) 
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Adequacy Criterion

❑ Given a criterion C for a model M 

➢ The coverage ratio of a test set T is the proportion of the elements in M defined 
by C covered by the test set. 

➢ A test set T is said to be adequate for C, or simply C-adequate, when the 
coverage ratio achieves 100% for criterion C. 

❑ Example: 
➢ M is the control flow graph of a function 
➢ C is the set of all the edges in the graph
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Hierarchy of Criteria

The subsumption relation between criteria associated with the same model 

❑ Given a model M, and two criteria C1 and C2 for that model: 
 C1 subsumes C2 if any C1-adequate test set is also C2-adequate. 

❑ Example: Consider criteria all-transitions and all-paths for finite state 
machines, all-paths subsumes all-transitions. 

❑ If C1 subsumes C2, we assume: 
➢ Satisfying C1 is more expensive (e.g., # of test cases) than satisfying C2 
➢ C1 allows the detection of more faults than C2



© G. Antoniol 2012 LOG6305 53

Theoretical Foundations
❑ Let P be the program 

❑ Let D and R denote its input domain and range 

❑ For simplicity, we assume P behaves as a partial function 

❑ OR denotes the requirements on output values (Oracle) 

❑ P is said to be correct  if for all d in D  if P(d) satisfies OR  - if not, we have 
a failure 

❑ A test case is an element d of D 

❑ A test set T is a finite set of test cases – a finite subset of D
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Theoretical Foundations II

❑ A test set T is said to be ideal if, whenever P is incorrect, there exists a 
d  in T such that P is incorrect for d. 

❑ If T is an ideal test set and T is successful for P, then P is correct 

❑ An adequacy criterion C is a subset of PD, the set of all finite subsets of 
D 

❑ T satisfies C if it belongs to C (adequate)
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Test Selection Criterion

❑ C is consistent if, for any pair of test sets T1 and T2, both satisfying C, T1 is 
successful if and only T2 is.  

❑ C is complete if, whenever P is incorrect, there is an unsuccessful test set 
that satisfies C.  

❑ If C is consistent and complete, any test set T satisfying C is ideal and could 
be used to decide P’s correctness.  

❑ The problem is that it is not possible to derive algorithms that helps 
determine whether a criterion, a test set, or a program has any of the 
mentioned property … they are undecidable problems
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Empirical Testing Principle

❑ Impossible to determine consistent and complete test criteria from theory 

❑ Exhaustive testing cannot be performed in practice 

❑ Therefore we need test strategies that have been empirically investigated 

❑ A significant test case is a test case with high error detection potential – it 
increases our confidence in the program correctness 

❑ The goal is to run a sufficient number of significant test cases – that number 
should be as small as possible



Practical Aspects
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Many Causes of Failures

❑ The specification may be wrong or have a missing 
requirement 

❑ The specification may contain a requirement that is 
impossible to implement given the prescribed software and 
hardware 

❑ The system design may contain a fault 

❑ The program code may be wrong
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Traditional test organization

❑ May different potential causes of failure, Large systems: 
testing involves several stages: 

➢ Module, component, or unit testing 

➢ Integration testing 

➢ Function test 

➢ Performance test 

➢ Acceptance test 

➢ Installation test
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Test Organization

❑ May different potential causes of failure, Large systems -> testing 
involves several stages 

➢ Module, component, or unit testing 

➢ Integration testing 

➢ Function test 

➢ Performance test 

➢ Acceptance test 

➢ Installation test
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Pfleeger, 1998
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Differences among Testing Activities

Unit Testing

From module 
specifications

Visibility 
of code details

Complex 
scaffolding

Behavior of single 
modules

Integration Testing

From interface 
specifications

Visibility 
of integr. Struct.

Some 
scaffolding

Interactions 
among modules

System Testing

From requirements 
specs

No visibility of 
code

No drivers/stubs

System 
functionalities

Pezze and Young, 1998
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Integration Testing

Integration of well tested components may lead to failure due to: 

❑ Bad use of the interfaces (bad interface specifications / 
implementation) 

❑ Wrong hypothesis on the behavior/state of related modules (bad 
functional specification / implementation), e.g., wrong assumption 
about return value 

❑ Use of poor drivers/stubs: a module may behave correctly with 
(simple) drivers/stubs, but result in failures when integrated with 
actual (complex) modules.
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System vs. Acceptance Testing
❑ System testing 

➢ The software is compared with the requirements specifications 
(verification) 

➢ Usually performed by the developers, who know the system 

❑ Acceptance testing 

➢ The software is compared with the end-user requirements (validation) 
➢ Usually performed by the customer (buyer), who knows the environment 

where the system is to be used 
➢ Sometime distinguished between α - β-testing for general purpose 

products



Canary test – A/B test

❑ Canary test: 
❑ How does it work on a subset of users, 
❑ Use the real modified programs, 
❑ The real users are “testing” the real program, 
❑ Test time: short we do not wont problems! 

❑ A/B Tests  :  
❑ Two solutions(Page web with menu at the left or right), 
❑ Two different programs, 
❑ What is the best solution?
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Testing through the Lifecycle

❑ Much of the life-cycle development artifacts provides a rich 
source of test data 

❑ Identifying test requirements and test cases early helps 
shorten the development time 

❑ They may help reveal faults 

❑ It may also help identify early low testability specifications 
or design
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Life Cycle Mapping

❑ Requirements => Acceptance testing 

❑ Specifications/Analysis => System Testing 

❑ Design => Integration testing 

❑ Class statecharts, method pre- and post-conditions, 
structure => class testing
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Key Testing Philosophy

The Swiss cheese model
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Example: System Requirements 

❑ Errors at this stage will have devastating effects as every other activity is dependent on it 

❑ Natural language: flexible but ambiguous, low testability 

❑ Is it possible to devise a test to check whether the requirements have been met? 

❑ E.g., not testable: the system should be user-friendly, the response time should be 
reasonable 

❑ Devising early on acceptance tests from requirements allows us assess whether they are 
testable and shorten timescales 

❑ E.g., testable: the response time is less than 1.5 seconds for 95% of the time under 
average system loading



© G. Antoniol 2012 LOG6305 70

Example: System Requirements 

❑ The lowest level of requirements testing is to generate test data 
for every requirement at least once 

❑ But we want to use techniques that are a bit more demanding: 
limits and interactions of requirements 

❑ Functional testing techniques (Black-box) can be applied 

❑ Equivalence partitioning, boundary analysis, category-partition, 
decision tables, cause-effect graphing 

❑ Acceptance test requirements are identified
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Testing Activities
•Establish the test objectives

•Design the test cases

•Write the test cases

•Test the test cases

•Execute the tests

•Evaluate the test results

•Understand the cause of failures

•Do regression testing
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Testing Activities BEFORE Coding

❑ Testing is a time consuming activity  

❑ Devising a test strategy and identify the test requirements represent a 
substantial part of it 

❑ Planning is essential 

❑ Testing activities undergo huge pressure as it is is run towards the end 
of the project 

❑ In order to shorten time-to-market and ensure a certain level of quality, 
a lot of QA-related activities (including testing) must take place early in 
the development life cycle 
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Testing takes creativity

❑ Testing often viewed as dirty work (though less and less). 

❑ To develop an effective test, one must have: 

✓ Detailed understanding of the system  
✓ Knowledge of the testing techniques 
✓ Skill to apply these techniques in an effective and efficient manner 

❑ Testing is done best by independent testers 

❑ Programmer often stick to the data set that makes the program work  

❑ A program often does not work when tried by somebody else.
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Key concepts

• What testing really is


• The testing meta-model


• Error, defect and failure


• Black versus white


• The Swiss cheese model


• The process model and process phases


