POLYTECHNIQUE IP Core Identification in FPGA Configuration Files using

MONTREAL Machine Learning Techniques
TECHNOLOGICAL Presented by John Doe Mahmood et al.
UNIVERSITY

March 26, 2024




EFEFRETE UNIVERSITY

/V\‘ POLYTECHNIQUE Bloombe rg

MONTREAL

TECHNOLOGICAL

Markets v Economics Indusiries Tech Politics Businessweek Opinion More v

Businessweek | Feature

The Big Hack: How China
Used a Tiny Chip to
Infiltrate U.S. Companies

The attack by Chinese spies reached almost 30 U.S.
companies, including Amazon and Apple, by
compromising America’s technology supply chain,
according to extensive interviews with government and
corporate sources.

https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies

2




POLYTECHNIQUE B'oombe rg

MONTREAL

TECHNOLOGICAL

.@?;_; 55 UNIVERSITY 2 2 e 5 e
Markets v Economics Indusiries Tech Politics Businessweek Opinion More v

Businessweek | Feature

The Big Hack: How China
g‘gg,q;gg{,geek Used a Tiny Chipto
Infiltrate U.S. Companies

The Big Hack The attack by Chinese spies reached almost 30 U.S.
companies, including Amazon and Apple, by
compromising America’s technology supply chain,
according to extensive interviews with government and
corporate sources.

g

How China USG“d‘:
atiny Chl’p to'/:
infiltrate Amerlca g
top Covmpanles

w

[TTEETECEETEEETErTTL,

e LT

https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies



X

Connection
Bo

?.
©
Q
=)
(7]
Q
| .
Q
=)
=
Q
o]
S
-
@)
i -
(V]
>
=
©
c
©
(7))
<L
O
Q.
LL.
Q
| &
©
)
©
=

grammable Gate Array

Field-Pro
(FPGA)




S
Co

o—

=D
[ /.

A
B
Ci

What are FPGAs and Why Should | be Interested?

>™

(T

| -

S

<L

Q

=

(C

)

9

o]

©

=

&

©

S

o0

(@)

r)
. A
g TO
)=
1 I

$7%%Y MONTREAL

Connection

Box



(D) et What are FPGAs and Why Should | be Interested?

£’ TECHNOLOGICAL
] UNIVERSITY
A._J'
B ) s
X

Field-Programmable Gate Array st

(FPGA) _%}D_CO

“timescale Ins / 1lps module

full adder( A, B, Cin, S, Cout);

input wire A, B, Cin;

output reg 2, Cout;

always @(A or B or Cin)
begin

S =A "B ~ Cin;

Cout = RA&B | (A™B) & Cing;
end

endmodule
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Positive Class One-vs-All Classification:
oD

Adder 458::)} Individual Neural network models are trained to identify
one hardware module (eg. Adder) against all other
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Evaluation and Results

Significant success in identifying IP Cores using Convolutional Neural Networks
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* Evaluated on Adder, Subtractor, and Multiplier Module Classification

87.8 % -96.2 %

Accuracy
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Shows promise for applications in Trojan detection
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Paper Presentation: IP Core ldentification in FPGA Configuration Files using Machine Learning Techniques

There is a Need for Post-Development Integrity
Verification in FPGA Designs

Main Findings

* CNNs can successfully identify
know logic blocks in generated
binaries with an accuracy rate of
over 87.8 %, high precision and
high recall

22



#,2%, POLYTECHNIQUE
Y MONTREAL

it Conclusion

Paper Presentation: IP Core ldentification in FPGA Configuration Files using Machine Learning Techniques

There is a Need for Post-Development Integrity
Verification in FPGA Designs

Main Findings Implications

* CNNs can successfully identify ll* Enable developers to scan their
know logic blocks in generated designs for known malicious
binaries with an accuracy rate of logic
over 87.8 %, high precision and
high recall

23



£3 %  POLYTECHNIQUE

"4-%% MONTREAL

Conclusion

Paper Presentation: IP Core ldentification in FPGA Configuration Files using Machine Learning Techniques

There is a Need for Post-Development Integrity
Verification in FPGA Designs

Main Findings Implications Future Works

* CNNs can successfully identify gl* Enable developers to scan their

know logic blocks in generated designs for known malicious
binaries with an accuracy rate of logic

over 87.8 %, high precision and

high recall

* Test the approach with complex
logic blocks
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